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Quick Start Guide for Email Security

Start your first investigation today with Cisco Threat Response

One of the newest ways to take full advantage of your email security investment is by using Cisco Threat Response, which dramatically cuts the time
and manual effort required to investigate and remediate cybersecurity incidents.

Start investigating with Threat Response today in three steps.

If you own Email Security, Advanced Malware Protection (AMP) for Endpoints, Cisco Umbrella™, or Threat Grid, you are entitled to a free Threat
Response account. To get your account, go to your login screen at , , or

If you don’t own any of these products, you can sign up for a free trial of these products, which will allow you to also try Threat Response: ,
) ] or

_ A.If you have an AMP or Threat Grid account, use your existing
afualn credentials to log in. If someone in your company has an

claed account, ask them to send you an invitation from the Users
page. If these cases apply to you, You can go directly to Step 2
(page 6). If these cases don’t apply to you, continue to step B.

Threat Response

AMP For Endpoint IREg B. Click “Create a Cisco Security Account” to create your
-1 . account and get started (option available on the U.S. cloud
only at this time).

Log In with Cisco Security

Log In with Threat Grid

Login Help Browser Reqs
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https://visibility.amp.cisco.com/
https://visibility.eu.amp.cisco.com/
https://visibility.apjc.amp.cisco.com/
https://signup.umbrella.com/
https://engage2demand.cisco.com/LP=4691?ccid=cc000157&dtid=odicdc000016&oid=trlsc000905&ecid=7300
https://engage2demand.cisco.com/LP=7103?CCID=cc000156&DTID=odicdc000016&OID=trlsc002673
https://engage2demand.cisco.com/LP=7515
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C. Add your information and click “Create Account.” Use your business email address (personal email

addresses are not accepted).

]
CIsco

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

AMP for Endpoints
Threat Grid
Threat Response

and more. ..

Account Registration

First name

l |

Last name

{ |

Organization name

ha S,
pper case, one lower case, and one numeric

ollowing special characters:

e a unicode password (8 characters minimum).

Password confirmation

[ I

[==1]
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D. After the “Account Registration Complete” message, check your email as follows. On the email,
click on the activation link to verify ownership of the account.

LAReply @Reply All SForward Sim
amp-exceptions-ga@external.cisco.com | © Eduardo Stumpf Oliveira da Silva (estumpfo) 11:52 AM
O [ACTION REQUIRED] Activate your Cisco Security account

v

Welcome to Cisco Security.

Your Cisco Security account is used to connect multiple Cisco Security services including Threat Response, AMP
for Endpoints, and Threat Grid under a single sign-on. Additional services will be added over time.

Click here to activate your account.

Thank you.

Cisco Security

If you feel you have received this email in error or need assistance go here to open a support case.

E. Your account is registered. Log in with the password you created in step C.

i
CIsco

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

AMP for Endpoints

QN Threat Grid

Threat Response

and more...

@ Your account has been activated. 4

Use Single Sign-0On

Can't access your account?
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F. At the Cisco Security Dashboard, launch Threat Response. On first login, you’ll be asked to review
and agree to the cloud subscription agreement. Once you accept the agreement, click on “Launch”.

Besides, if at any time you want to add users in your organization, you can do so by clicking on
“users” at the top of the page.

T adE BaM| EE— o
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alohn Security Applications Users

cisco
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Threat Response

Advanced threat intelligence at your fingertips

Threat Response centralizes security events and alerts, and

enriches them using data from other security services. It provides

incident responders and SOC analysts with the data needed to
elate prioritize security events.

Amp

AMP for Endpoints

Visibility and control to defeat advanced attacks

Get global threat intelligence, advanced sandboxing, and real-time
malware blocking to prevent breaches with Cisco Advanced
Malware Protection (AMP). But because you can't rely on prevention
alone, AMP also continuously analyzes file activity across your
extended network, so you can quickly detect, contain, and remove
advanced malware.

Learn More

Tg

Threat Grid

Understand and prioritize threats faster

Threat Grid combines advanced sandboxing with threat intelligence
into one unified solution to protect organizations from malware.
With a robust, context-rich malware knowledge base, you will
understand what malware is doing, or attempting to do, how large a
threat it poses, and how to defend against it.

Learn More
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G.You are now in Threat Response. Under “Connect a Device,” click on Connect. Step 2 will guide you

to configure your Email Security Appliance (ESA), or Security Management Appliance (SMA) device
as a new module.

Account Activation

To start using Threat Response, please configure your first
product to activate your account.

If you are an AMP for Endpoints or Threat Grid customer,
please ask that account administrator to invite you to their
organization to get started.

Configure Umbrella or Connect a Device such
AMP for Endpoints as SMA Email

Configure Connect

© 2020 Cisco and/or its affiliates. All rights reserved.
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Step 2: Configure modules

Configuring at least one module is required to activate your account with Threat Response. Besides, the
more modules you configure, the more powerful Threat Response becomes.

Before getting started:

This step will focus on the configuration of the appropriate module for your Email Security product. The
steps are slightly different if you have independently managed ESA devices, or if you are using SMA.
Those differences are called out in the relevant steps. If you have SMA, in any step that directs to “your
ESA or SMA’, perform those steps only on your SMA. If you have CES, follow the SMA directions.

If you are a CES customer or if you manage your ESA devices via an SMA, you will be only be
connecting to Threat Response using your SMA. Make sure your SMA is running AsyncOS 12.5
or higher.

If you do not manage your ESA with an SMA and are integrating the ESA directly, make sure it is at
AsyncOS version 13.0 or higher.

A.Let’s start by linking your ESA or SMA to Cisco Services Exchange. Don’t close the tab from Step 1,
which we’ll come back to later in this guide.

Log-in to your ESA or SMA to prepare linking it to Cisco Services Exchange. Go to Network > Cloud
Service Settings > Edit Settings to enable Threat Response integration.

. III ot ||' CiSCO M 1 OOV Security Management Appliance is getting a new look. Try it !
CISCO Cloud Content Security Management Virtual Appliance

® Centralized Services | Network —l System Administration

]

|Cloud Service Settings |

Cloud Services

Threat Response: | Disabled

| Edit Settings

Cloud Services Settings

Status: | Enable the Cloud Services on your appliance to use the Cisco Threat Response portal.
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B. Confirm Threat Response has been enabled and that the device is ready to accept a registration
token. Your device is now ready to be linked to Threat Response.

Cloud Service Settings

Cloud Services

Threat Response: Enabled

Edit Settings

Cloud Services Settings

Registration Token: (7 | Register

C.If you’ve completed Step 1, you should have a tab open with the screen below. Select Register
Device. A new tab will open where you can connect your device. Come back to this tab to confirm
the device is connected.

Connect Device

Which of these would you like to connect?

Register Device Link Accounts

If you have on-prem appliances, (ie. ESA) =4 other Cisco Security accounts (ie.

register them by: - ct them by:

1. Following the Registration guide, found gel the Link guide, found here.
2. Return to this page. this page.
3. Click Confirm Devices Are Con -ahfirm Devices Are Connected

I Register Device

After connecting a device, return to this page to confirm the device is working by clicking the
button below.

Confirm Device is Connected

© 2020 Cisco and/or its affiliates. All rights reserved.
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D. Click “Manage Devices” and log-in again to add your ESA or SMA. You may need to enable your
browser to allow popups from https://visibility.amp.cisco.com or your regional portal.

ede < | @ = ]

Threat Rasponse Quick Start Guids for Emal customers.pdf | Por.

®@ A i visibility.amp.cisco.com/#/settings/device &

4% Umbrala > Login

[ Activata Throat Responsa

e 0

[ cisca Threat Rasponss

@
| =

cisco Threat Response Investigate ~ Snapshots  Intelligence ~ Modules @ Martin Nystrom +
Settings Devices
Your Account
Manage Devices Reload Devices

Devices
Name Type Version Description ID IP Address

APl Clients cesp55 CSsP 10 Gisco Security Ser... e35a9¢2b-d875-.. 192.168.242.55

Integration Modules smalhc2926-89.i.. SMA 12.0.0-452 SMA 837773f2-310f-4.. 127.0.01
fdmE4056.ciscoth... CiscoFirepower T.. 6.4.0-56 SAACJJUQMQK 84228eb7-fa02-4.. 192168.244.16
frncB4056 ciscoth...  Cisco Firepower M. 6.4.0 192.168.250.43f.. 239434bc-5192-.. 192.168.250.43
firepower Cisco Firepower T..  6.4.0 192.168.244 15 fir... 0e533b5b-ec63-.. 19216824415
firepower Cisco Firepower T..  6.4.0 192.168.24417 fir.. 5a9d7e3f-32c0-4.. 192168.244.17
firepower Cisco Firepower T..  6.4.0 192.168.244 .18 fir.. dcd9e833-874G-.. 192.168.244.18
cssp-prod-60 CSSP 1.0 Cisco Security Ser... b122e89d-b046-.. 192168.242.60
fdm&4056-2 cisc.. CiscoFirepower T.. 6.4.0-56 SALPTIGBORT 7b0d2a79-16b7-4.. 192168.244.19
firepower Cisco Firepower T.. 6.4.0 192.168.244. 20 fir.. 867d3039-0f61-.. 192.168.244.20
frc63083 ciscoth.. Cisco Firepower M. 6.3.0 192168.250.44f.. 9654fh61-d7a0-4.. 19216825044
fdmE3083 ciscoth.. Cisco Firspower T..  6.3.0-83 GABHHOSXXAT a286d0a8-08ch-.. 19216824426

E. In Cisco Services Exchange, add a new device or devices.
'éll's'cllol' Cisco Services Exchange Devices  Cloud Services  Events e
Devices for (2]
Fiter by Status [ --Show All-- 3 c Q_ Device Name / ID
Ty % # Name Type Version Status Description Actions
[ S 1 - ommoww - = = o= == . - © Registered - = /¥ %



https://visibility.amp.cisco.com
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F. Specify the token expiration time. The default is 1 hour.

Add Devices X

Number of devices

b ]

Up to 100

Token expiration time
[ 1 hour

<>
)

Cancel I Generate Tokens I

G. Copy the token generated. You will use this token on your ESA or SMA for registration.

Add Devices and Generate Tokens X

The following tokens have been generated and will be valid for 1 hour(s): @

Tokens

Close Copy to Clipboard Save To File
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H. Confirm the device has been created.
il Cisco Services Exchange Devices  Gloud Services  Events =
Devicesfori i e ©
Filter by Status | ~-Show All-- s [ Device Name / 1D
Qv | % # Name Type Version Status Description Actions
O > 1 New Device - 1548699981141 © Created /7 8%

I. Navigate to your ESA or SMA and insert the token and click Register.

Cloud Service Settings

Cloud Services

Threat Response: Enabled

Edit Settings

Cloud Services Settings

Registration Token: (?) I Register

J. Confirm successful registration by reviewing the status in the Cisco Security Services Exchange. It
should show as registered with the actual device name populated, IP address, and connector version.

.Ic||l_r,'(l;|¢;. Cisco Services Exchange Devices  Cloud Services  Events *
—_—
Devices for (2]
Filter by Status [ —-Show All-- % [Q Device Name /1D

O % # Name Type Version Status Description Actions

O s 1 T—— “ = © Registered /%%

D) v 2 SMA 12.0.0-322 © Registered ~ SMA 7 w5
ID: = - L EEC i & - IP Address: Connector Version:1.3.34
Created: Jan 9, 2019, 4:32 PM
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K. On the Cloud Services page, enable Cisco Threat Response.
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S [ Cisco Services Exchange Devices || Cloud Services || Events

cisco

Cloud Services for

Cisco Threat Response

Cisco Threat Response enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows
this platform to send high fidelity security events and observations to Threat Response.

L. In Threat Response, navigate to Settings > Devices via the gear icon in the upper right-hand corner.
Check that the ESA or SMA has registered with Cisco Services Exchange.

'.'-..;.:' Threat Responss IrrearEsigate Snapshots  Ieteligence okl g . .
Settings .  Bets |
Devices
Youar ACcount
Davicas
Hama Tyea Waran Dascrption [L+] IF Addreis
AFII I::*nlls [ ERLE V2 E10-000 SME Bafia
Integration MModulss
Mol Threat Response  imwstigate  Snapshots  ieeeligence  hischies aros Do Siten =
Settings : Bt |
- Devices
Yousr Account
Davices
Hamag Ty Vigrgian Dascrigtion 1] P Addrpss
API Chems ESA 1300314 ESA Enba

Intagration baddas
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M. In Threat Response, navigate to Settings > Integration Modules > Add New Module. Find either the
module type “Email Security Appliance” (if you have only the ESA) or “SMA Email” (if you have an
SMA - including CES users), as appropriate, and click “Add New Module”.

Esa Email Security Appliance STl SMA Email
Cisco Email Security Appliance ELCl  Cisco Content Security Management Appliance - Email

Cisco Content Security Management Appliance (SMA) centralizes

advanced threat

ate threats faster, ...

Security Appliance (ESA) prow

The Cisco Email
protection capabilities to detect, block, and rem

Add New Module Learn More Add New Module Learn More - Free Trial

management and reporting functions across multiple Cisco email and w

N. Type the module name, and then select a device under the registered device, and click Save. This
completes the ESA or SMA module configuration.

Add New Email Security Appliance Module Add New SMA Email Module

Module Name* Module Name™

Email Security Appliance SMA Email

Registered Device* Registered Device*

my_esa Search registered devices by name

© 2020 Cisco and/or its affiliates. All rights reserved.
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0.0Once your ESA or SMA is connected, come back to this tab to confirm that the device is connected.

Connect Device

Which of these would you like to connect?

Register Device Link Accounts

If you have on-prem appliances, (ie. ESA) If you have other Cisco Security accounts (ie.
register them by: SSE) connect them by:

1. Following the Registration guide, found here. 1. Following the Link guide, found here.

2. Return to this page. 2. Return to this page.

3. Click Confirm Devices Are Connected 3. Click Confirm Devices Are Connected

7’ Register Device Link Account

After connecting a device, return to this page to confirm the device is working by clicking the
button below.

I Confirm Device is Connected

P. Click the “Start” button to go to the main page.

Thank You!

Your account has been activated.

Start using Threat Response
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If you own AMP for Endpoints, Umbrella, Threat Grid, WSA, Stealthwatch Enterprise, or any of the other
Threat Response integrated Cisco Security products, or supported 3rd party products or services like
VirusTotal, you can also integrate them with Threat Response for greater intelligence, visibility, and

enforcement capabilities.

Under the getting started tile, you can click on any other products you own for quick steps to

configure them.

-‘('I'S-UO‘- Threat Response Investigate  Snapshots  Intelligence  Modules

Investigation Upload Snapshot J

You can add more products

here

What can | search for?

Getting Started My First Investigation
Start by configuring modules, which allow Threat Response to query Paste any combination of IOCs (IP, domains, SHAs, etc.) from security
your existing Cisco Investments: blags, alerts from your SIEM, log files, and any other unstructured
data. Threat Response will parse these 10Cs for you! For a quick start,
- T here are a few Cisco Tales posts - just copy the entire set of 10Cs at
I the end of each article:
—= e _ 8 Pylecky Unlocked: Cisco Talos releases PyLocky
umbrella AMP for Endpoints ransomware decryptor (2
L] 4
= . = B\ Fake Cisco Job Posting Targets Korean Candidates [
= == 3
Threat Grid SMA (Email) B1DNSD ge Campaign Targets Middle East [

Don't own these products? Sign up for a free trial.
Umbrella | AMP for Endpcints | Threat Grid | SMA (Email)

? it Martin Nystrom =

Need Help?
2 Browse the help topics, which include definitions,
2 FAQs, and much more

% Understand the Relations Graph with this
3-min video

See real investigations with Threat Response with
our HowTo series
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Step 3: Start investigating

You can verify the ESA or SMA email module operation by investigating an email subject as an
observable. The example in the picture below uses the subject “Sensitive Information.” The
investigation syntax is email_subject: “Sensitive Information”.

B 1 & 1 ®o @ o

Target v Observable v Indicators Domains
Investigation 1 of 1 enrichments complete —

email_subject:"Sensitive Information”

Clear What can | search for?

Relations Graph Showing 7 nodes —

L

telemetry@ v

o
“

email subject
Sensitive Info... v

S
L)
— Clean domain
emai (SISO T cisco.com VvV
lelemetry@... V' 4 Sefft 44709 At
——/
3

Ci P
Suspicious o el
@cisco.... V -

From the graph output, we identify the following sighting elements associated with the investigation:

1. Message inbox(es) that have been targeted by the incoming message. This matches the email
address that the message was sent to.

. Incoming sender domain.

. The sender’s email address.

. IP address of the sending host.

. The email address that the message was sent to. This matches the target being identified.

. The email subject observable that was investigated.

N O 0o A WN

. The Cisco Message ID (MID) that identifies the message.

© 2020 Cisco and/or its affiliates. All rights reserved.
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You can use the same syntax for other email observables as follows:

ip:”4.2.2.2” email_subject:”Invoice Due”

domain:”cisco.com” cisco_mid:”12345”

email:”noreply@cisco.com” sha256:”sha256filehash”

email_messageid:”123-

abc-456@cisco.com” file_name:”invoice.pdf

Besides the investigation of email elements, you can also copy IOCs (indicators of compromise) on the
latest threats from Talos’ Weekly Threat Roundup.

PG Threat Response Investigate Shapshots Intelligence Modules

Investigation Upload Snapshot

Domains shirkeswitch[.Jnet =
guideofgeorgia[.Jorg

The following IP addresses have been observed to be associated with malware campaigns.

112.213.89[.]40 67.23.254[.161 v
62.212.33[.]98

l Clear H Reset ‘ What can | search for?

Paste any text that contains IOCs—domains, IP addresses, file hashes—and let Threat Response do the
work for you. Or, use the browser plugins available from cs.co/CTR4Chrome and cs.co/CTRA4Firefox.

? T Eduardo Da Silva v

Want to learn more?

Please visit our Cisco Threat Response page or talk with your Cisco account team. Still have questions?
Check the FAQ at https://cs.co/ctr_fag and the documentation in the product at the help button.



https://blog.talosintelligence.com/
https://cs.co/CTR4Chrome
https://cs.co/CTR4Firefox
https://www.cisco.com/c/en/us/products/security/threat-response.html
https://cs.co/ctr_faq
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